Abstract. With mobile RFID technology, handheld portable devices like mobile phones and PDAs, also behave as RFID readers and RFID tags. As RFID readers, mobile phones provide an user-friendly approach to quickly and efficiently scan, access and view information about RFID tagged items. As RFID tags, mobile phones can quickly identify themselves in order to communicate with other tagged devices, which provide essential services. At the outset this paper briefly describes Mobile RFID technology and compare it with conventional RFID technology. We pioneer in categorizing Mobile RFID applications into three distinct zones, namely: Location-based Services (LBS) Zone, Enterprise Zone, and Private Zone. We describe application scenarios related to these zones and highlight various security and privacy threats. Finally, we propose a security architecture for LBS zone and describe our future work.
Introduction

RFID Technology
Radio Frequency Identification (RFID) [1] is a means to efficiently and quickly, auto-identify objects, assets, pets, and people. So far, few big companies like WalMart, Proctor & Gamble Co., and Gillette etc., are using RFID technology for real-time tracking of inventory in their supply chain. With the current bar-code technology, each product's bar-code label must be brought before the reader, and labels must be scanned one by one. This leads to laborious, human-error prone, and time consuming inventory check, and also causes customers in a store to wait in long queues at the cashier counter.
Whereas with RFID technology, passive RFID tags are attached to objects/ products and these tags contain tiny, but durable computer chips with very small antennas. Passive tags are powered-up from the interrogation Radio-Frequency (RF) signal of a reader. The tiny computer chips contain an Electronic Product Code (EPC) that uniquely identifies the object to which it is attached to, and the antennas automatically transmit this EPC number without requiring lineof-sight scanning, to RFID readers within a certain RF range. The unique EPC number is like a pointer directing the RFID reader to the right Information Server on the EPC Network from where the reader can download additional related data about the product it scanned. Therefore RIFD technology allows quick scanning of products in large bulks (e.g., a whole pallet at a time) thus speeding up the supply chain management
Other advantages of RFID technology include: RFID tags can stand a harsh environment, long read ranges, portable database, multiple tag read/write, and tracking items in real-time, etc.
[5] gives a good description about RFID technology for supply chain management. RFID automates supply chain management, enabling enterprises to realize significant savings to the top and bottom line. RFID technology greatly helps enterprises to maintain the accuracy of shipments sent and received by parties throughout distribution. As a result we can keep a check on product theft, product counterfeiting, and it also helps in precise product recall.
Mobile RFID Technology
Currently RFID tags are still expensive, but very soon it would become economical to tag products at the item level. This will open the door for large-scale use of RFID tags on consumer goods. As a result, in near future we can realize, one of the visions of automatic identification and ubiquitous computing, which is the creation of an "Internet of Objects". In such a highly connected network; devices, objects, items of any kind dispersed through an enterprise or in our society can talk to each other, providing real-time information about the objects, location, contents, destination, and ambient conditions. This communication allows much-sought-after, efficient and easy machine-to-machine identification, communication, and decision-making [1]. Thus RFID technology will have a tremendous impact on our society, once it starts to assist people in their daily lives. A right step in this direction is Mobile RFID technology.
With mobile RFID technology, handheld portable devices like mobile phones and PDAs, apart from having the usual voice/data communicating features, also behave as RFID readers and RFID tags. As a result, Mobile RFID brings the conventional RFID technology closer to common users rather than just constraining it's usage to supply chain management. The following section describes the various applications of Mobile RFID technology.
Applications of Mobile RFID Technology
With Mobile RFID technology users can efficiently perform two major tasks, namely: download and view information represented by RFID tags, and machineto-machine identification and communication.
Download & View Information represented by RFID tags:
Just by bringing a Mobile RFID enabled portable device near to a RFID tagged object, we can quickly and easily download information represented by that RFID tag and view that information via mobile device's display screen. For example:
